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CrMOCOBM BUKOPUCTAHHS KOMIM'FOTEPHUX TEXHOJ1OI' I
Y KPUMIHANBHIN NMPOTUNPABHIN AIAJIbHOCTI

Y cmammi xomnnexcno 0ocnioxicyromscs RUMAHHA CHOCO0I8 GUKOPUCMIAHHA KOMN HOMEPHUX
MexXHONI02Tl y KPUMIHATbHII NPOMUNPAsHill OIIbHOCMI 83a2ali ma cnocooie GUuUHeHH KPUMIHATbHUX
npasonopyuenv y cgepi xomn’tomephoi ingopmayii 3oxkpema. Memorwo cmammi € 8uUCBIMIEHHSA
CYYACHUX HAYKOBUX NIOX0018 00 GUSHAUEHHS CNOCOOI8 KPUMIHATLHUX NPAGONOPYUEHD, KT UUHSIOMDb )
cghepi xomn tomepnoi ingopmayii. Busnaueni napasi natmunosiuii ma Haunowupeiuli cnocoou
BUUHEHHS] KPUMIHATLHUX NPAGONOPYUIEHD 3 BUKOPUCAHHAM THOOPMAYIIHUX KOMN TOMEPHUX MEXHONO0RIH.
3aznaueno, wo cnocobu nNPUxX08y8aHHs AHANIZ08AHOL KAMe2opPii KPUMIHAILHUX HPAGONOPYUIEHb 3HAYHOK
Mipor 0byMmosieHi cnocodamu ixHbo20 GUUHEHHSL.

Knrouogi cnosa: xpuminaivHi npagonopyulents, AKi UuHAOMb y chepi Komn romepHoi ingpopmayii,
Kibep3104uH, cnocio UUHeHHs, Kiacuikayisi, KPUMIHALICMUYHA XapaAKMePUCTUKA, HeCAHKYIOHOBAHUL
docmyn, criou.

IMocTtanoBka mnpodsaemu Ta ii akTtyanabHicTh. Hapas3i kpuMiHanbHI NpaBONMOPYIIEHHS, SKi
BUYHMHSIOTH y cdepi KoM 10TepHOi iHdopMarii, € OAHIEI 3 HAWOUIBII TUHAMIYHUX TPYI CyCIiIBHO
HebOe3neuHux mnocsranb. IBUIKO 30UMBLIYIOTHCS NOKAa3HWKM MOIIUPEHOCTI HUX KPUMIHAJIBHHUX
[IPaBOMOPYILIEHb, @ TAKOX MOCTIMHO 3pocTae iXHS CyCcHijibHa HeOe3MEeuHICTh 1 3MIHIOIOTHCS CIIOCOOH
ixHporo BuMHEHHS [1, ¢. 332]. [lna edeKTUBHOTO iXHBOTO PO3CIiTyBaHHS MPABOOXOPOHHUM OpTraHaM
MOTPIOHO 3HATH il MPABWIIBHO PO3YMITH TXHIO KPUMIHAIICTHYHY XapaKTEPUCTHKY, 30KpeMa CIIocoOH
IXHBOTO BUMHEHHSI.

He icHye eqpHO1 mMO3UIIii cepel HAYKOBINB HE JIAIIE MO0 MOHATTS Ta KiIacH(iKaIli KpuMiHATHEHIX
MIPaBOTIOPYIIICHb, SIKI BYMHSIOTE Y cdepi KoM 'torepHoi iH(opmarii, a ¥ momo BU3HAYCHHS Ta
kiacudikailii cnoco0iB ixHporo BunmHEeHHsS. Crioci0 BYMHEHHS KPHMIHAJIBHOI'O IPABOMOPYIICHHS €
KOMILIEKCHAM (DEHOMEHOM, sIKHil iCHye Ha KilbKOX HAayKOBHMX IMCLHMIUTIHAX. VOro BHBYAIOTH AK Yy
KpUMIHAIBHOMY TIpaBi (fopuauuHa KBamigikaiis), Tak 1 B KpUMiHaJIBbHOMY Iporeci (30upaHHs
JIOKa3iB) 1 KpUMiHAIICTHLI (BCTAHOBJICHHSI MEXaHi3My 3/I04MHY). Ha Hamry nymKy, BiH OXOILTIOE Iii 3
TOTYBaHHS IO KPUMIHAIBHOTO MIPABOMOPYIIEHHS, HOro Oe3MmocepeaHe BUMHEHHS Ta CIIPOOH IPUXOBYBAaHHS
CJiJIiB KPUMIHAJIEHOTO MTPABOMOPYIIICHHS.
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AHaJi3 ocTaHHIX HocaimxkeHb i myOmikamiid. [IuTaHHAMU KpUMiHANBHHUX IMPABOMOPYIIEHbB, SKi
BUHMHSAIOTH y chepi KoM I0TepHOi iHpopMarlii, Ta, 30KpeMa, Coco0iB IXHOro BUMHEHHS 3aiiManucs
taki BYeHi, sk H. M. Axtupceka, 1. B.Topa, O. €. Kopucrin, M. 0. Jliteinos, P.B. Jlyk’sHuykK,
B. B. Mapkos, O. 1. Motiax, . B. Heminpko, 0. M. Orumenko, O. B. Opmos, JI. I1. [Tamamapuyk,
I1. L. TIymkapenko, K. M. Pyzoi, €. 1. Cxymum, B. I'. XaxaHOBCbKUit Ta iHIIII.

Tepmin «crmoci6» € OaraTorpaHHUM 1 MOXKe OyTH BUPaXCHHUH 3alIe)KHO BiJ KOHTEKCTY. 30Kpema,
Horo TiiymMayarth K TEBHY Jil0, IPUHOM YM CHCTEMY NPUHOMIB, IO Ja€ 3MOTY 3pOOUTH, BUKOHATH
OCh, OCSATTH TMOTpiOHOTO pe3ynsTaTy [2, ¢. 1179]. Sk 3a3mauae €. M. Poxuk, mocmiarodnch Ha
I. B. 'opy, cnioci® BUMHEHHS 3JIOYHHY € IEHTPATEHUM MOMEHTOM Yy T€HE3WCi 3JI0YMHHOI TIOBEIiHKH.
Came croci0 BUMHEHHS 3JI0YMHY € Ti€I0 OCHOBHOIO SKICHOIO XapaKTEPUCTUKOIO AisIIbHOCTI 3JI0YMHIL,
sIKa HAMTICHIIIIE B3a€MOIIOB’s13aHa 3 BIIACTHBOCTSIMH IHIINX €IeMEHTIB 3JI0YMHHOI moii [3, ¢. 200].

3 orsimy Ha 3a3HadeHe Croci0 BYMHEHHS KPUMIHAIBHUX KiOepIpaBOMOpPYIIEHbh BH3HAYAIOTH 5K
CYKYTIHICTh TIOCTITIOBHUX JIiil cy0’ekTa (Cy0’€KTIB), 10 OXOILIIOIOTH il 3 MiArOTYBaHHSA, BUNHEHHS Ta
NPUXOBYBaHHs, CIPSIMOBAaHI HA IOCSITHEHHS II€BHOTO 3J0YMHHOTO PE3YJNbTaTy 3 BHKOPUCTAHHIM
iHpOpMaLitHUX KOMII I0TEepHHUX TexHouorii [4, c. 121].

BoaHouac icHYIOTh PO301KHOCTI MiXK MicIleM BUMHEHHS KPUMIHAJIBHOTO MPABOMOPYLICHHS, SIKE
BUMHSIOTH Y c(epi KOMIT IOTepHOI iH(opmarii, Ta MICIIeM MiArOTOBKH ¥ NMPUXOBYBAHHS, OCKUIBKH
OCTaHHI Jii MOXXYTh BiIOyBaTHCS SK B OHJIAWH-, TaK 1 B odaiH-cepenopuii. CriocoOn BUKOPUCTAHHS
KOMIT IOTEpHHUX TEXHOJIOTIH y KpUMiHAJIbHO NPOTUIPABHIN MiSIBHOCTI OXOIUTIOIOTH BECH CIIEKTP TOTO,
SK 3JJOBMHUCHHKH BHKOPHCTOBYIOTH KOMIT'IOTEPH Ta MEPEKi Ul BUMHEHHS PI3HUX BHUIIB KPUMIHAIBHUX
npaBonopymenHb. Lle Moxke OXOIUTIOBaTH HE JIHMIIE KPUMiHAIbHI MPaBOMOPYLICHHS, SIKi BUYMHSIOTH Y
cdepi xomn ' 1oTepHOi iHPpOpMamii (Ti, 0 BiAOYBAIOTHCS MOBHICTIO B IIH(QPOBOMY CEPEIOBHIL), aje i
TPaAMIIiiHI 3aralbHOKPUMIHABHI 3J0YHHHU, B SIKUX KOMIT IOTEPH BHUKOPHUCTOBYIOTH SK 1HCTPYMEHT
JOCSTHEHHS 3/I0YMHHOTO pe3yJIbTaTy (HalnpuKIaz, A1 MApoOKH TOKYMEHTIB, IaxpaiicTBa 3 OaHKIBCBKUMHU
KapTKaMH TOIIO).

om0 croco0iB BUMHEHHS! KPUMIHAIBHHUX TPABOIOPYIIEHB, AKi BUMHSIOTH y cepi iHPOpMaIiHHIX
KoM FOTepHUX TexHoJorii, O. [. MoTisx Buainse Taki iXHi Tpu BUAU:

1) cnocobu Ge3nocepe/HPOTO TOCTYIY A0 KOMIT IOTEPHUX TEXHOJIOTiH (omeparlifHoi cucreMu) Ta
KOMIT I0TepHOI iH(opMarlii;

2) criocoOu BiIaeHOro (OIOCEePEIKOBAHOI0) JIOCTYILY;

3) crtocoOM BHUTOTOBJICHHS, PO3MOBCIOKCHHS HAa TEXHIYHUX HOCISX IMIKIIJIUBUX IPOTPaM IS
€JIEKTPOHHO-00YNCITIOBAIILHOT MAIlIMHM [5, c. 44].

MeTo10 cTaTTi 3 OIVISAY HAa HASBHICTH Pi3HUX MO3MLIH, BUCBITICHUX HAYKOBLSIMH, € BUCBITICHHS
CYYacHUX HayKOBHX IIJXOMIB JI0 BHU3HAUCHHS CMOCOOY KPUMIHAJIBHUX NPABONOPYILICHB, SIKi BUMHSIOTH
y cdepi koM 10TepHOI iHpOpMarTii.

Bukaax ocHOBHOro martepiaay nociimkeHHs. KpuMinamicThyHa XapaKTepHCTHKAa MICTHTH y
€001 CyKyIHICTh TUIIOBUX O3HAK, BJIACTUBUX IIEBHOMY BHUIY KPUMiHAJIbHHUX IPABONOPYIIECHb, L0 A€
3MOTY CHig4uM oOpaTu HaiOinbil epeKTHBHI METOAW 30MpaHHS 10Ka3iB, OXOIUTH BCI acleKTH
KPUMiHAJILHOTO TIPABOMOPYIIEHHS — BiJl MOTHBY JI0 CIOCOOY NPUXOBYBaHHS CIIiJIiB.

KpuminamictTidHa XapakTepHCTHKa KPUMIHAIBHUX TIPAaBONOPYIIEHb Yy cdepi KOMIT I0TepHOT
iHpopMmarnii mae neBHy cnenuixy. Hacammepen mo Hei MOBHHHI BXOAWTH BIAOMOCTI TPO OCOOY
NpaBOMOPYIIHUKA, MOTHUBH Ta Limi ii 3JI0YMHHOI MOBENIHKH, THUIOBI CHOCOOM, MpeaMeT i Micue
MocsraHb, a TAKOXK BIZIOMOCTI Mpo 0coOy moteprijoro. Ha ocobnuBy yBary 3aciayroByrOTh CIOCOOH,
SIKUMH 3JIOYMHIN 3IHCHIOIOTh CBOI MPOTHUIPABHI Iii MijJ 4ac BYMHEHHS IOTO BUAY KPUMIHAIBHUX
TIPaBOMOPYIIEHb. IXHs Pi3HOMAHITHICTD i MOCTilHA €BOJIOIS YCKIAIHIOKOTH HPOIEC PO3CITiTyBaHHS.

CriocoOn BUYMHEHHS KPUMIHAIBFHUX MpaBoONopylieHb y cdepi ko toTepHOi iH(popmamii €
croco0aMy BUKOPUCTAaHHS KOMIT IOTEPHUX TEXHOJOTIH Yy KpHUMiHANBHIH MPOTHUIpPABHIM MisUIBHOCTI.
Ane He Bci crmocoOM BHKOPHUCTaHHS KOMIT'IOTEPHUX TEXHOJIOTIH Yy KpUMIHAIBHO MPOTHIIPaBHIN
TUSITEHOCTI € CrToco0aMy BUMHEHHS KpUMiHATBHUX KiOepIpaBomopyIIeHb.

Ha ngymxy H. M. AXTHpchbkoi, crmocoOM BYHMHEHHS KiOep3louMHIB BapTo Kiacu(ikyBaTH Ha
mificTaBi MPaBoOBOI pernamenTailii, To0to B Mexax crareid KK Ykpainu [6, c. 108—110].
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3 ormsAy Ha AUCTO3MINI cTareit 361-363' KK VYkpaiHu MO>KHa BKa3aTH TaKi CIIOCOOW BUWHEHHS
KpUMIHANbHUX TPAaBOTNOPYIIEHb, B SIKUX KOMII IOTEpHI TEXHOJIOTii € Oe3mocepenHiM 3acobom
BUMHEHHS KPUMIHAILHOTO TIPABOIMOPYLICHHS, 8 00 €KTOM — BIJHOCHHU y cdepi BHKOPUCTAHHS
KOMIT FOTEpHUX CHCTEeM, 00poOKH Ta 30epiraHHs KOMII FOTepHOI iHdopMariii, a came:

1. HecaHkiioHoBaHe BTpyYaHHS B poOOTY KOMIT FOTepHOI cucTeMu (cTaTTs 361).

2. CTBOpeHHS, PO3MOBCIOMKEHHS, 30yT IIKI[UIMBUX MPOTPaMHUX YH TEXHIYHHUX 3aco0iB
(crarTsa 361).

3. HecankmionoBani 30yT ab0o po3moBCIOMKEeHHS iHQoOpMamii 3 OOMEXEHHM JOCTYIIOM
(crarTs 3612).

4. HecaHK1IiOHOBaHi 3MiHa, 3HULICHHS, OJOKYBaHHS, MEPEXOIUICHH, KOMIOBaHHS KOMIT IOTEpHOI
iHpopmaii (cTarts 362).

5. TlopyuieHHs MpaBWJI eKCIUTyaTallii KOMI'FOTEPHUX CHUCTEM ab0 MOPSJAKY YW MPaBHI 3aXUCTY
KOMIIT foTepHoi iHdopMmariii B HUX (cTaTTs 363).

6. MacoBe po3HOBCIOKEHHS MOBiIOMIICHb eJIeKTpo3B’ 3Ky (cTarTs 363").

BBaxaemo, icHyIOTh ¥ iHIII crocoOu, fKi MOXYTh OyTH MOB’S3aHI 3 LUUMH CTaTTSAMH, TOOTO
CIOCOOHM BHKOPHCTAaHHSI KOMIT IOTEPHUX TEXHOJOTiIH y KpUMiHAIBHIH MPOTHIpPaBHIA TisSUIBHOCTI, SIK-
OT: BUKOPHCTAHHS KOMIT IOTEPHHX CHUCTEM ISl BUMHEHHS 1HIIMX 3JI0YWHIB, HAPUKIIA] [IaxpaiicTBo,
BHMaraHHs, BiIMHBaHHS KOIITIB TOIO; CTBOPEHHS OOTHETIB, TOOTO MEPEkKi 3apa’kKeHUX KOMIT IOTEPiB,
SKI BUKOPUCTOBYIOTh Ui 3ailicHeHHS1 DDoS-aTak abo po3cuikM cramy; MaHimyJsmis JIIOJbMU 3
METOI OTPUMAaHHS JIOCTYILY JIO iXHiX OOJIKOBHX JaHHMX 4d KOH(imeHMiHHOT iH(opMaIlii 32 T0MOMOTO0
CTBOPEHHSI (aJbIIMBHX BeOCaiiTiB a00 BiANpaBKa eIEeKTPOHHUX JIMCTIB, K1 IMITYIOTh BiJOMi KOMITaHii
YH YCTaHOBH; TIepEHANPaBICHHS KOPHUCTYBadiB Ha MiIpoOieHi BeOCcalTH ISt KPaAKKH JaHUX TOIIIO.

Sxuio 3a ocHOBY KJ1acuikamii OKIACTH METON, KU BUKOPUCTOBYBABCS 3/I0YMHLIEM AJISI OTPUMAHHS
JIOCTYIy A0 3ac00iB 00UMCIIIOBANBHOI TEXHIKH, MOYKHA BUALIUTH TaKi I’ ITh OCHOBHUX TPYI:

1) Bumy4eHHs 3ac00iB KOMIT IOTEPHOT TEXHIKH;

2) nepexorieHHs iHdopMartii;

3) HEeCaHKIIOHOBaHUHN JOCTYIT;

4) MaHIITyJIIOBaHHS JaHUMHM Ta KEPYIOUMMHU KOMaHIaMH;

5) KOMILJIEKCHI MeToau [7].

ABTOpCBHKHI KOJEKTHB MeAiiHOro mociOHuka «OcoOIMBOCTI pO3CIigyBaHHS OKPEMHUX BHIIB
3JI0YMHIBY» CITOCOOW BUMHEHHS I[HOTO BUY KPUMIHAIBHUX MPABOMOPYIIEHB MOALISE HA TPU TPYTIH.

[lepma rpyma — e cmocoOu Ge3nocepenHboro aoctymy. Ilin gac ixHpOi peamizamii iHpopmartis
3HUIIYETHCS, ONOKYETHCS, MOAUQIKYEThCS a00 KOMIIOEThCA. TakoK MOKe MHOpyLIyBaTucs poOoTa
EOM, cucremn EOM abo ixHi Mepexi uepe3 BUAaUy BIINOBITHUX KOMaH] 3 KOMIT'I0Tepa, Ha SKOMY
iH(OopMaIis MiCTUTBCS.

Jpyra Tpymna OXOIUTIOE CIOCOOHM OTOCEPEAKOBAHOTO (BIITATIEHOTO) AOCTYIY IO KOMIT IOTePHOL
iHdopmarii. /lo HUX MOKHA BiHECTH:

1) migkiIroueHHs 70 JiHii 3B 53Ky 3aKOHHOI'O KOpHCTyBaua (HampHuKiaa, 10 TeaedoHHOI JiHil) Ta
OJIepKaHHS TUM CaMHUM JOCTYIY 10 HOTO CHCTEMH;

2) MpOHUKHEHHS 0 4yXoi iHpopmaniiHoi Mepexi depe3 aBTOMaTHIHAN mepedip aOOHEHTCHKHUX
HOMEpIB i3 HAaCTyNHUM 3 €IHAHHSAM 3 IEBHUM KoMIl'toTepoM. llepeOip 3miliCHIOETHCS, HOMOKU Ha
1HIIOMY KiHI JIIHIT He «O3BEThCSD Uy KUH KOMIT IOTep (KOMIT IOTepHUH «abopaax»);

3) IPOHUKHEHHS A0 KOMIT IOTEPHOT CHCTEMH 3 BUKOPHCTAHHSM YY>KHX MapoJIiB, KOJU HE3aKOHHHUN
KOpHCTYyBa4 BHJIa€ ceOe 3a 3aKOHHOTO KopucTyBaya. [1loo moaibHOro crnocoly, sikuii oepKaB Ha3BY
«TOBUIBHUNA BUOIp», HE3aKOHHUM KOPHCTyBad 3[iHCHIOE MiAOIp Mapois Uil JOCTYIy OO0 Yy>KOTOo
KOMIT FOTepa, BUKOPUCTOBYIOUH IS I[hOTO CIICIiajIbHO po3poOiieHi mporpamu. [linibpasmm motpiOHmi
napois (Ha AyMKY CHeliaiicTiB, A mig0opy BOCBMHU3HAYHOTO Mapoiisi MOTPiOHO He Oinblie nodwu),
HE3aKOHHUI KOPUCTYBad OAEPIKY€E JOCTYII 10 KOMIT IOTepHOI iH(opMarlii Ta MoXKe IPOBOAUTH 3 HEFO
OyIb-sIKi il ITiJ] BUTJISIIOM 3aKOHHOTO KOPHCTyBada: KOIIOBATH, MOMU(IKYyBaTH, BUIAIATH, 3MYyIITyBaTH
[IporpaMu BHKOHYBaTH HOTPiOHI omeparii, Hampukiaa [epepaxoByBaTH KOLITH HA CBOI paxyHKH,
(hanpcuikyBaTu TIATIKHI JOKYMEHTH, BUKpPaIaTH KOH(iASHIIIHY iH(hOpMaIlito TOIIO.
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TpeTio Tpymy CTaHOBIATH 3MillIaHI CIIOCOOM, SKI MOXYTh 3IHCHIOBATHCS 3a JIOMIOMOTOIO SIK
0e3mocepeTHROTO, TaK 1 OIMTOCEPENKOBAHOTO (BiIAICHOTO) NOCTYITy. Jlo TaKuX cIioco0iB HaIeKaTh:

1) migmiHa JaHMX — 3aMiHa a00 BBEJCHHS HOBHMX JaHUX, SAKi 3MIHCHIOIOTHCSA 3a3BHYail, KOJIM
iHpopMalLis BBOAUTHCS a00 BUBOAUTHCS 3 EOM;

2) TaeMHE BBEACHHS 10 Yy>KOi MPOTpaMH TaKHX KOMaHI, SIKi JAONOMAararoTh il 3IiIHCHHUTH HOBI,
He3amiaHoBaHi (QyHKILIi B mpoLeci ofHoYacHOro 30epiranus ii mpane3faTHOCTI («TPOSTHCHKUH KiHbY);

3) MoamdikaIrist mporpaM 3a JOMOMOTOI0 TAEMHOTO BIIPOBAHKEHHS O TIPOrpaMu Habopy KOMaH,
110 TTOBUHHI CITPAIIOBATH 32 MIEBHUX YMOB Yepe3 JAeIKuit gac («Jroriana 6oM0a);

4) 3aificHeHHS JOCTYIy 10 0a3 NaHuX 1 (aiiiIiB 3aKOHHOTO KOPUCTYBaya 33 PaXyHOK 3HAXOKEHHS
CITa0KUX MICLb y CHCTEMAaX 3aXHCTY («MacKapam» abo «CaMO3BaHCTBO» — XTOCH IIPOHUKAE JI0 KOMIT TOTEPHOT
CHUCTEMH, BUIAIOYN ceOe 3a 3aKOHHOTO KopHcTyBauda). CHCTeMH, SKi HE MAarOTh 3ac00IB aBTEHTHIHOL
ineHTHdiKamii (HanmpukiIa, 3a (i3i0JOTIYHUMH XapaKTEPUCTUKAMHM: 32 BIAOMTKAaMH MAajbLiB, CITKIBKOIO
OKa, TOJIOCOM TOIIO), 3aJMIIAITHCI 0€3 3aXHCTy NPOTH IbOro mpuiiomy. Halinpoctimmm criocobom
Horo 3IiHCHEHHS € OJAep KaHHS iIeHTU(IKANIHHUX KOMIB 3aKOHHUX KOPHUCTyBadiB. BusBuBmM iX,
3’ABJISIETBCSL MOXKIIMBICTD YMTATH  aHali3yBaTH HAasBHY B cHCTeMi iH(oOpMalilo, KOMiloBaTH ii,
MTOBEPTATHCA JI0 Hel B pasi moTpedu;

5) BUKOPUCTAHHS ITOMIUIOK Yy JIOTIIi TOOY/TOBH MPOTPaMHU W BUSBIEHHS «IIPOTATHHY». Y JiTEpaTypi
nofiOHi crocodu ojep)kanu HaliMeHyBaHHs «aBapilHuI» 1 «ckman Oe3 criny. Ilepmuiit mae 3mory
3MIACHUTH HECAHKI[IOHOBAaHUHM JOCTyn a0 iHQopMamii B MOMEHT CIpalbOBYBaHHS CIEI[iaIbHUX
Tporpam, SKi 3aCTOCOBYIOTh Ha BHUIIAJAOK BHHHKHEHHS 300iB a00 iHMHX BigxmieHb y poboTi EOM;
JPYyTUil — y pe3yibTaTi CHCTEMHO] MTOJIOMKH, KOJIH AesKi (haiin KoprCcTyBada 3aJMIIaI0ThCs BIAKPUTHMHA
1 3JI0YHMHEIb OJICPIKY€E MOMKIIMBICTh HECAHKIIIOHOBAHOT'O JIOCTYITY JIO Ili€l 0a3u JaHuX;

6) momMpPEeHHs] KOMIT IOTEPHUMH MepekaMu abo MpoAaxk Mporpam, M0 NPU3BOAUTH A0 3HUIIEHHS
abo OsoxkyBaHHs iHpopMaLii, mopymenHs npauesgatHocti EOM, cuctemu EOM abo ixupoi mMepexi,
OXOIUTIOIOYH TIePeBAKHY OIIBINICT, KOMIT IOTEPHUX BIpYyCiB (Ha CBHOTOMHI CIIEHmiajicTaM BiIoMO
ommm3pko 15 Treay BuaiB BipyciB) [8].

3 ornsny Ha peanii ceoroienHs 5. B. Heninbko BU3HAauae HAWTHUIOBIII Ta HANMOMIMPEHIII HUHI
CIocoOM BYMHEHHS! KPUMiHAJIBHUX MPAaBOMOPYIICHb 3 BUKOPUCTaHHAM iH(pOpMaLiiHUX KOMII IOTEPHUX
TEXHOJIOT1ii: 1) BUKOpHUCTaHHs HIKiIJIMBOTO MPOrpaMHOro 3a0e3rnedeHHs; 2) BunmHeHHs DoS / DDoS-
aTak; 3) HeCaHKIIOHOBaHWH HocTynm a0 iHdopmaillii; 4) maxpaiicTBO, BUWHEHE 3 BUKOPHUCTAHHIM
iHpOpPMAaLIHHUX KOMIT IOTEpPHUX TEXHOJIOTiH; 5) MOMMPEHHS MWKiIJTUBOTO (IPOTUIIPABHOI'0) KOHTEHTY
(cmiam, TIOTpO3H, CTBOPEHHS, MOMIMPEHHS Ta 30yT AUTIYO1 MOpHOrpadii, 3aKIMKK 10 BYNHEHHS HACHIIBCTBA,
JIOMara"Hs TOII0); 6) MOPYyIIEHHS! aBTOPCHKUX UM CYMDKHUX TPaB 3 BUKOPUCTAHHSAM 1H(QOPMAIiHHAX
KOMII FOTEPHHUX TEXHOJIOTIH; 7) KOMIUIEKC CIOCOOIB 1 BUKOPUCTaHHS 1H(POPMALIHHNX KOMIT IOTEPHUX
TEXHOJIOTIH SIK 3aci® KOpUCTYBaHHS KiOEpHIpOCTOpPOM Uil BYMHEHHS IHIIMX KpPUMiHAJIBHUX
npaBonopyuens (4, c. 123].

BinmoBigHO 10 HaBenEHUX MiACTaB MPONOHYEMO OiIbII AeTalbHY KiIacH(iKalliio 3 ypaxyBaHHIM
CyYacHHX TCHJICHITIN.

1. 3a MeTo0 aTaKu:

e (inaHcoBa (BUMaraHHsl BUKYIy (ransomware), KpaaiXkka OaHKIBCHKHX NaHHX, IIAXPalCTBO 3
KPHUIITOBATIOTaMH, BiIMUBaHHSI IPOLIEH);

e moriTnyHa (KibepaTaky Ha JepkaBHI YCTaHOBH, AeCTa0LIi3allisl CYCIIbCTBA, KiOEpIITUTYHCTBO);

e ieosoriyaa (PO3MOBCIOKEHHS EKCTPEMICTCHKHX MaTepialliB, KioepTepopru3m);

o Bapjaniam (DDoS-araku, pyiiHyBaHHSs JaHUX, 1eEHCMEHT CalTiB);

e KOHKYPEHTHa PO3BiJKa (BUKpaJeHHS KOMEPLIHHOI TAEMHHLII);

e ocoOucra momcra (KibepaTaku Ha KOHKpPEeTHUX 0cib abo opranizaitii).

2. 3a 3acobamMu aTaku:

e [IKiJTMBE TIpOorpaMHe 3a0e3MnedyeHHs (BipyCcH, TPOSIHU, YepBH, OOTHETH, ransomware);

e couianbHa iHXeHepid (PIILHT, BAMaHIOBAHHS MapOoJIiB, IPETEKCTHHT);

® CGKCIUIOWTH (BUKOPUCTAHHSI BPAa3JIMBOCTEH y MPOrpaMHOMY 3a0€3ICUeHHi);

e OpyTdopc (mepedip ycix MOXKIMBUX KOMOIHAIIIH MapoiiB);

e DDoS-araku (BiiMOBa B 00CITyTOBYBaHHi);
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e OoTHETH (MepeXi 3apakKeHUX KOMIT IOTEPIB AT 3MIHCHEHHS MaCOBAaHUX aTaK);

e iHCTpyMeHTH BijmaneHnoro poctymy (RAT — Remote Access Trojan);,

e araku Ha Oe3apoToBi Mepexi (Wi-Fi hacking, Bluetooth hacking);

e aTaky Ha XMapHi cepefoBuIla (BUKpaaeHHs gannx, DDoS-ataku Ha XMapHi cepBicn);

e aTakd Ha OJIOKYEHH (MaHIMyJsMil 3 TpaH3aKIisIMH, KpaJi’KKa KPUIITOBAMIOT).

3. 3a eTanaMu aTaku:

po3Biaka (30ip iHpopmamii mpo 1ink);

e TIPOHUKHEHHS (OTPUMaHHS HECAHKI[IOHOBAHOTO JIOCTYIIY);

e TMATpUMAaHHSA JOCTYIy (30epe’keHHS KOHTPOIIIO HaJl CHCTEMOIO);

e BUKOHAHHS 3JI0YMHHUX A1l (BUKpaJeHHs JaHUX, PyHHYBaHHS CHUCTEMH TOILO);

e TPUXOBYBAHHS Yepe3 BUAAJICHHS CIi/TiB 3JIOYMHHOL JiSUTBHOCTI.

BaxxnuBo 3a3HaunTH, 110 11 KIacUQiKallis He € BUYSPITHO, OCKIIBKH MOCTIHHO 3’ ABISIOTHCSA HOBI
CIOCOOM BYMHEHHS KPUMiHAJBHHUX IPaBOMOPYIIEHb, MOB’SI3aHUX 3 KOMII IOTEPHOIO iH(OpMaliero.
[IpoTe BOHa OXOIUTIOE MIMPOKHI CIEKTp CydacHHX KiOep3arpos, pi3Hi KpuTepii Ta BpaxoBY€ HOBI
TEXHOJIOTIi ¥ TEHACHIII1 B KiOeP3T0UYNHHOCTI.

OpHa 3 KIIOYOBHX MPOOJIEM pO3CIiAyBaHHS KPUMIHAJIBHHUX IPABOMOPYIIEHb, SKI BUMHSAIOTH Y
cthepi koM’ roTepHOI iHGOpMaITii, moasaTrae B iIXHIH HaA3BUYAHINA MIBUIKOCTI W aHOHIMHOCTI. BoHHM
MOXYTh OyTH BUMHEHI HNPAaKTUYHO MHUTTEBO 4Yepe3 aBTOMATH3alLlil0 Ta BUKOPUCTAHHS MEPEXKEBHX
TEXHOJIOT1H. 3MTOBMUCHHUK MOXE, 30KpeMa, 3a JIiYeHI CeKyHOH OTPHUMAaTH HECaHKLIOHOBaHUN JOCTYI
JI0 CHCTeMH, BUKPACcTH KOH(DiAeHLIHHI JaHi a00 3ayCTUTH IIKiIMBY nporpamy [9, c. 147].

OTxe, MArOTOBKA A0 KPUMIiHAIBHOTO MPAaBOMOPYLICHHS, K€ BUMHAIOTH y cdepi KOMIT I0TepHOT
iHdopMariii, Moxe 3alHATH BiJ KUIBKOX XBWJIMH JIO KUIBKOX MICSIB 1 OUIbINe, 3aJeXKHO Bij
CKJIaIHOCTI aTaky, HAaBUYOK Ta I[iIel 3MoBMICHHKA. BoHa Moyke oxormoBaTH aii 31 360py iH(popmarii
Mpo TOTEHINIMHI IMiJTi, aHali3 IXHBOI BPA3JIMBOCTI, MONIYK €KCIUIOWTIB, PO3POOKY IETAILHOTO TUIAHY
aTakd, BUOIp IHCTPYMEHTIB i METOIiB, BU3HAYCHHSI POJICH YIaCHUKIB (32 HAIBHOCTI).

[IBuaKicTs TOMUPEHHS KiOep3arpo3, BHCOKHM piBeHb AHOHIMHOCTI ¥ BIiACYTHICTH JOKa3iB
pOoOIATh KpUMiHANIEHI IPABOTIOPYIICHHS, SIKi BUMHSIOTH ¥ cepi KOMIT I0TepHOI iHpopMaIlii, 0co0IuBo
CKJIAJHUMHM JUISl PO3CIiyBaHHS, BUMAraroyd BiJ MPaBOOXOPOHHHMX OPraHiB 3aCTOCYBAaHHS CIELiabHUX
TEXHOJIOTiH 1 3HaHb. BonHoyac HEpiAKICHUMH € BUIAIKH, KOJW MICId BYMHEHHS KPHUMiHAJIBLHOTO
MPaBOMOPYIICHHS 3JIOYMHIII HAMararoThCsl MPUXOBATU CIIU CBOEI MPOTHIPABHOI JisUTbHOCTI. BoHu
MOXYTh BUAAISATH (Daiiiy, 3MiHIOBAaTH HaJIalITYBaHHs CHCTEMHU, BAKOPHUCTOBYBATH CIICIIANIBHI MPOTpaMu
JUIsl IPUXOBYBAHHS CBOIX JIiH TOIIO.

Criocobu mpuxoByBaHHS aHAJI30BaHOI KaTeropii KpUMiHAIBHUX MTPABOMOPYIIEHb 3HAYHOIO MipOIO
00yMOBIIeHI crioco0aMu iXHBOrO BUMHEHHs. Y pasi 0e3nocepeqHboro AOCTYIY OO KOMII FOTEPHOI
iHhopMaIii MPUXOBYBaHHSA CIIJ[iB KPUMIHAIFHOTO MPABONOPYIIEHHS 3BOJUTHCS O BiITBOPEHHS
00CTaHOBKH, 110 MepeayBaia HOro BYNHEHHIO, TOOTO 3HUIICHHS 3aJIMIICHUX CIIIB (30Kpema, CHijliB
NaJIBLIB PyK Ha KJIaBiaTypi, KHONKax AMCKOBOAIB Ta iHIIMX IOBEPXHSX, AKHX TOPKABCS 3JI0YMHELb;
CITi/IiB B3YTTsI; MikpouacTok Tomio). [1ig uac onocepeqxoBaHOTO (BiAIAICHOTO) AOCTYITY MPUXOBYBaHHS
MOJISITAE B CAMOMY CIIOCO0i BUMHEHHSI KPUMIHAIBHOTO MPAaBOMOPYIIEHHS, 1[0 YCKIIAIHIOE BUSBICHHS
HEMPaBOMIPHOTO JOCTYIy. 30KpeMa, BHKOPHUCTAHHS YHIBEpCATbHHUX MPOTpaM, MPU3HAYCHUX IS
3aCTOCYBaHHS B aBapiiiHUX CUTYyaIlisX, Ja€ 3MOTy HE JIMIIE 3iHCHUTH HECAHKITIOHOBAHUMA JOCTYII JI0
KOMIT FOTepa, OMHHAIOUX BCl 3aCO0M 3aXMCTy Ta KOHTPOITIO, a i JOBUTHHO 3MiHIOBAaTH Oy/b-SKi aTpuOyTH
(haiiiB, He 3aNMIIAFOYM BOJHOYAC HISIKUX CITiIIB (poOOTa WX MporpaM He MPOTOKOIIOEThC) [8].

31M0BMHUCHHMKH YacTO BUKOPUCTOBYIOTH Ipokci-cepBepu Ta VPN mns mackyBanHs cBoei [P-aapecn
Ta reorpadiuHOro po3TaUlyBaHHA, YCKJIaJHIOIOUM BIICTEKEHHs IXHBOI AismbHOCTI. st oOxomy
cucteM (imbTpamii Ta 3aXUCTy MEpexi MOXKYTh CTBOPIOBATH 3aIIU(pOBaHi TyHEN, SKi JalOTh 3MOTY
nepeaaBaTH AaHi HemoMiTHo. JIis mpoBeneHHs (iHAHCOBUX OIEpalliil, OB’ sI3aHUX 3 KPUMiHAJTILHUMU
MIPaBOTIOPYIICHHSAMHE B c(hepi KOMIT I0TepHOT iH(OpMaIlii, 9acTO BUKOPHUCTOBYIOTH KPUTITOBATIOTH, 1110
YCKJIQIHIOE BiZICTE)KCHHS PYXy KOIIITIB.

BucnoBku. OTxe, po3yMiHHS CIIOCOOY BYMHEHHS KPHMIHAJIBHOTO IPABOTIOPYIICHHS 3arajoM i
KpUMiHAJIBHUX TIPaBOIOPYIIEHb, SKi BUMHAIOTH y cdepi KoM toTepHoi iH(opmarii, 30kpeMa €
(yHIaMEHTaJIbHUM aCHEKTOM KPUMIHAJIICTUYHOI XapaKTEpUCTHKHU LBOT0 BUIY 3JI0YMHHOCTI. BiH nae
3MOTy HE JIMIIE JETaNbHO 3PO3YMITH MEXaHi3MHU BUMHEHHS TaKMX KPUMiHAJbHHUX MPaBOMOPYIICHb,
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aje # po3poOuTH ePEeKTUBHI METOMWKH iXHBROTO PO3CITiMYBaHHS. 3aXUCT, 3aCHOBAHWN Ha PO3yMiHHI
3arpo3, B MO€AHAHHI 3 €(PEKTUBHUM PO3CIITyBaHHAM, IO BHKOPHCTOBYE CyYacHI TEXHOJIOTII Ta
MIKIACIUIUTIHAPHAN MIXiM, JacTh 3MOTY MiHIMI3yBaTH 30MTKH Bij KiOep3arpo3 i 3a0e3medyBaTh
KibepOe3IeKky B Cy4acHOMY IIU(POBOMY CBITi.
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A. Yu. Nashynets-Naumova, V. V. Udovenko. METHODS OF USING COMPUTER
TECHNOLOGIES IN CRIMINAL ACTIVITIES

The article comprehensively examines the issues of ways of using computer technologies in
criminal illegal activities in general and ways of committing criminal offenses, in the field of computer
information. The purpose of the article is to highlight modern scientific approaches to determining the
methods of criminal offenses committed in the field of computer information. Currently, the most typical
and common ways of committing criminal offenses with the use of computer information technologies
have been determined. It is noted that the methods of hiding the analyzed category of criminal offenses
are largely determined by the methods of their commission.

Keywords: method, computer crime, cybercrime, classification, forensic characteristics, unauthorized
access.
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